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Abstract

SQL injection is a popular web attack and has been a challenging matter for
network security; SQL causes financial losses worldwide as well as user data
offensive. SQL injection detection has become a hot topic recently. How to
defend SQL injection attacks effectively has drawn the attention of web security
professionals and researchers. The objective of this paper was to review SQL
injection attack causes and modern prevention strategies. We surveyed the
literature published in recent years. Decision trees and SVM have been widely
used in the last years. Also, we can notice that deep learning algorithms have
been increasingly used in solving SQL attacks. Using machine learning
techniques for SQL attack detection is very useful and promising to secure
applications.

Keywords: SQL injection attack, Machine Learning, pattern matching, Network
security.

1. Introduction

Machine learning is broadly studied in many security problems and applications
due to its technical advances in recent years. Machine learning models proved
many achievements, in dealing with different and complex tasks, and
demonstrates abilities close to humans or even exceeds humans [1]. Machine
learning models, has transformed from laboratory innovation to real world
applications in numerous domains. Such as fraud detection, industrial protocol
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security analysis[2], ML for internet of things security[3] [4] [5]. Cyber security
[6] [7]. SQL injection [8].

However, these current methods still suffer from security difficulties in next-
generation devices and systems due to the shifting behaviors of security threats
and zero-day attacks. Machine learning techniques can provide a solution to
address the changing nature of security attacks by the analysis of data to
recognize unseen patterns of data [9]. Machine learning (ML) methods found to
be effective for identify or better prevent SQL attack This paper is organized as
follows: section one introduction, section two discusses causes and prevention of
SQL attack, SQL attack is illustrated in section 3, machine learning models for
network security in section four, followed by section five results and discussion,
last is the conclusion.

2. Causes and Prevention

Due to the heterogeneity and the diversity of attack methods and the variability of
attack modes methods, attack method changes frequently with the development
of website technology, SQL injection detection is still a stimulating problem.
Developers usually create SQL statements by concatenating string which is
submitted by users from web page. Due to the wide variety of SQL in different
languages, there are too many encoding methods for constructing SQL
statements, so there is a threat to be attacked anywhere via constructing SQL
statements [10]. SQL is the placement of malicious code in SQL statements via
web page input, is considered one of the most dangerous type of vulnerabilities
that web applications are suffer from [11]. The SQL injection attack is one of the
most critical for cloud (SaaS) vulnerabilities that allows attackers to
disrupt the availability, confidentiality and integrity of user data [12]. Web
application often has bugs which results as the security threat to the institution
[13]. SQL attack comes through the back-end of the database [14].

How to defense SQL injection attack effectively becomes the focus and frontier
of web security nowadays. It is the programmer’s duty to write intelligent code
that prevents such attacks. [15] Presented a hybrid approach based on the
Adaptive Intelligent Intrusion Detector Agent. [16] proposed classifier uses
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combination of Naive Bayes machine learning algorithm and Role Based Access
Control mechanism for detection.
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Figure 1. SQL Injection attack.
3. SQL Injection attack

SQL Injection attack is the first of the top 10 security threats announced by the
OWASP. Meanwhile, SQL injection considered to be one of the most critical
threats to the Web application, an attacker could get access to classified database
that contain sensitive data. Primarily, SQL injection attack uses the embedded
SQL query along with the user input in such a way that tricked the database into
considering it is an SQL code [8]. Several approaches been introduced for
identification and prevention of structured query language injection attack
(SQLIA). Such as: pattern matching, parsing, and machine learning. Machine
learning (ML) approach was found to be effective for SQLIA mitigation [17].

The authors in [10] introduced an adaptive deep forest-based method to detect the
complex SQL injection attacks. They concluded that the method, which they
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proposed, had a better performance compared to classical machine learning
methods and deep learning methods. ML-Driven approach based on machine
learning and an evolutionary algorithm to detect holes automatically in WAFs
(Web Application Firewalls). ML-Driven picks attacks that exhibit patterns and
incrementally learns attack patterns from previously generated attacks according
to their testing results [18]. Manjunatha and Kempanna proposed system with a
machine-learning algorithm to provide accurate evaluation that discovers
vulnerabilities in web applications. Their analysis for vulnerabilities that directly
deal with weak or absent of input validation [19]. Authors in [20] introduced
machine learning model to detect malicious strings by classifying the input
strings given to the web applications, they also concluded that classical methods
for preventing SQL attack are not effective. Li et al. Proposed an SQL injection
attack detection method based on memory. It can automatically learn the
representation of data, and has a strong advantage to deal with high-dimensional
data [21]. Raul et al. offered a solution of classifying SQL queries based on the
features of the initial query string. The output calculation used a similarity metric.
The probabilistic nature of the learned model gives us the advantage to adapt to
new threats even in operation [22]. Peng et al in [23] proposed SQL injection
detection method based on neural network. They first acquired the history of
users URL access log data from the Internet Service Provider (ISP).

Table 1. The algorithms used to prevent SQL attack.

Author Algorithm
[18],[12], [6], [21],[15],[24] Decision Tree
[22],[12],[14],[15],]25],[24] SVM

[10],[10] Deep Forest
[20],[25] Random Forest
[19],[16],[25] Naive Baye
[12],[14] Logistic Regression
[23],[11],[15],[24] ANN

[12],[26] KNN

[12] Deep ANN
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From the table above we can notice that decision tree, SVM have been widely
used in the last three years. Also, we can notice that deep learning algorithms
have been increasingly used in solving SQL attack. Machine learning is a
promising technique to address SQL attack and network security problems.

4. Machine Learning Models for Network Security

Working with methods for reasoning under uncertainty is now one of the most
interesting areas of machine learning. Machine learning has been used for several
decades to tackle a broad range of problems in many fields of applications [27].
Concurrently, dramatic enhancements in machine learning models have enabled
exceptional analytical capabilities. Machine learning mechanisms with
the potential to improve prediction and existing threat patterns. As well as those
that can learn about new attacks yet to be seen by the classifier [5]. Machine
learning models can deal with the ever-increasing amount of data in addition to
heterogeneous types of data [2].

5. Results and Discussion

The objective of this paper was to review SQL injection attack causes and
modern prevention strategies. We surveyed the literature published by researchers
in the recent years. We surveyed the literature available in the recent years.
Decision tree and SVM have been widely used in the last years. Also, we can
notice that deep learning algorithms have been increasingly used in solving SQL
attack.

6. Conclusion

In conclusion, this paper employs machine-learning models against security
attacks. The models which we built was evaluated using four performance
metrics, using the four metrics allows us to see a bigger picture of our model and
how it is expected to behave in different scenarios. This model detects SQL
injection only; researchers should pay attention to other types of cyber-attacks so
they could be addressed by machine learning algorithms.
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