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Abstract

With the increase in the use of web applications in various fields, the need to know the
threats they face in order to work to protect them from them has increased, due to the
escalation of the attacks targeting them. Web application attacks are categorized into
server-side and client-side attacks. Client-side attacks aim to steal customer
information and make use of it by the attacker in their illegal and unethical activities.
These attacks occur as a result of the customer's interaction with an electronic web
application that contains vulnerabilities, making the customer vulnerable to attacks.
This paper aims to analyze a number of studies and research papers which are aiming
to protect from these attacks, namely: Cross Site Scripting Attack (XSS), Cross-Site
Request Forgery (CSRF) attack and Broken Authentication and Session Management.
(20) scientific papers were studied from 2010 to 2020. It was concluded a large
proportion of the proposed tools are applied on the client’s side and this requires the
use of special browsers or the installation of specific browser extensions, which means
restricting the customer’s browsing with these tools only, the use of tools that work on
the customer side might affect the speed of the customer’s browsing of the websites in
addition to that the tool will provide protection for the customer who only uses it. A
number of tools were tested with websites (sometimes only one website) developed by
the author (s) of the paper. It was also concluded that some tools can check websites
written in one language only (for example, Java or PHP).

Keywords: Web Applications, Cross Site Scripting (XSS), Cross-Site Request
Forgery (CSRF), Broken Authentication and Session Management.
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Ol dalaidd) algall e macil ke Lo s AN algdd Ué el asig Management Plugin
Fe SN Galadl o claad Gl

b Blaly gl e Rl Cim GUERY due,lsa duhall b caiEl [27] P16 Aol
Gy L g A o) ASY dpadl cldly SN sl ok PAa e S
Wghat ot chladl clghdl oda fiadg S9had 11 (e da yidall 4 )1sad &5 . ASP.NET 42k
ol il sxndl awdlly cileldl) sda 8 dacpdialy Glea (o bag ol @lile Jo Waglial
day wblull Jad 3l & (autocomplete) Skl JWSY) duald (o dall o5 Die dead
LSl pall i (B las 555 W)luaiel Kb dlaie IS 1y Allae o) dlade Lualdd oda Jag

sl Aol Loy 1A o3 daey a5 Ll
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@&l Cang (CSRF) adgd) jloa) oy 3 GLEK) I dad)all oda Caxgs [28] P18 aul ol
Packet _uskiai (CSRF) adsall Sloa) oo g3 GLERY L JLa) duds 551 a)5 dagell (pe il
Cpealead daddsy Wl b 8)luz A€l e (gias il 4 ilaxY  Packet tracker module
request checker policy dbdy (hd (e @adl sy 5lan oSl o (gal (IS 1y Gpealeal
L ok 3 o O deys iy elsill e Ao gand Chd Zillas e L 258 Sl policy
authentication module alxssal 23d JUa) duds 55105 disell e Gl cad dundly Ll
Dol LS Y @ldy Geadtadl g8 g5 wlalS Ml PlA (e padiad) 2ol 585 module
e dyad (B padl c¥glae daolie o3 LS o8 ad) daddgy Lgiuadldy LK) guw A )5 5l
el dlhy (A (pesdiad) )9 e Gl aladiuly agd cOlelad (d Glily gl Dl o Jouad
LI 3 Sl chadll e i il J Ipdls b Ge aal o) (Ra ) e gl el
RO R~
Jalasl) sl 4-4
tdaalall clahyally (3ysW) st (DA e Il i) ) deagil) 3
Ciladdi iy diae Giliake daii Jeall ecdas 8 Jaaall Gila (3 Jead Al cilgaY) @
pisdl mia (63 aasiadl BB dles g L) LS axdiadl Daud S Lee dae Cilsda
cpaiied] Lol moudll dolee eday (B i 28 L3l ) A8V Wiladgy (g ST adgdll
de Sl adlad a3 lale oyl a8 adlad 3 Bagase 53l S 13l L poiioud]
(AT Cpeatiay lpal Blad (A s Bagase Jle il
LY elby Cpensiad) il adlad dilsinl el (8 s 08 a0ad (s 8 Jed A1 cilgaY) @
b (Sl (peasiind) cillladlsy aball U8 dnase chloaly clilee ohal Clas 1Y @by
P EL QI | FERJAL TS
ey daly 9o dig yD) aBlse (B Bagagall Chadll GLEK) aabiiod da yidall ClgaV) (2a @
() Ry iy D5 Ay 5 pilge ol Lgalatinl (S Y ML L sanly Aoy

NS
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B dwadl m il aalall 5 Jaeal)

da i) o) Baadat aualge 4 (KA

claid (e 3o ) aaly adse s L) g S alge Alaudgy Wliid) o oYl

Ly LS4Y 55y i e Lae Bnalell 8,50 ilge Aladsy Lokt ot (Al i) i

dbadsy L) Jeagill w3 Al il ST (GR) dig 7SY aBlgay ki dladsy LaylaY
Al yall ddad gy

-

Aol Qagindl agagdl Hsa (e Baaly BHgua gl daly g CBaga gVl 2 @
Ay gl 13 Legy (M g mSIH aflgall doadly LasS i (heall s (8 Cilaagll Y @
g SN clandadl (d Jlae (A GBall) alaaly el Al analgall e cdyY
32 (e %45 Cayitl iy daeadl (s (3 Jed @lga) eyl daladl @ladyall 0 %50
a B deo @lgal Cogidl @lahyoll (e %5 5 dueadl s 3 ded cilgal claadyall 22a
cAa yiaall clga¥) gakdl aialge maagn 4 JSA e Jwally anldd Cis
laddll .5
Cla gl alad Cla L) Claagl) 028 Caagiads laagdl e aedl 459 5 Cagll il (o e
s daeadl Cangins Al Cilaaghh e doleall dayizall Calga¥H e d2ed 48 61 028 oyt . (aeall (A
aisdll Slial da p93 agaag (Cross Site Scripting (XSS)) adsdl ing asnd 8y Jueall
Ju) ks 851 al5 diggll (e @l Cina 5 (Cross-Site Request Forgery (CSRF)) adsdl
48,5 (20) 4ul)2 «a & (Broken Authentication and Session Management) Juay!
daall s (B Jed Auhall Ledsls 5 (Al @l e %50 O (N deasil) o3 dale &)
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