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Abstract

With the increase in the use of web applications in various fields, the need to know the
threats they face in order to work to protect them from them has increased, due to the
escalation of the attacks targeting them. Web application attacks are categorized into
server-side and client-side attacks. Client-side attacks aim to steal customer
information and make use of it by the attacker in their illegal and unethical activities.
These attacks occur as a result of the customer's interaction with an electronic web
application that contains vulnerabilities, making the customer vulnerable to attacks.
This paper aims to analyze a number of studies and research papers which are aiming
to protect from these attacks, namely: Cross Site Scripting Attack (XSS), Cross-Site
Request Forgery (CSRF) attack and Broken Authentication and Session Management.
(20) scientific papers were studied from 2010 to 2020. It was concluded a large
proportion of the proposed tools are applied on the client’s side and this requires the
use of special browsers or the installation of specific browser extensions, which means
restricting the customer’s browsing with these tools only, the use of tools that work on
the customer side might affect the speed of the customer’s browsing of the websites in
addition to that the tool will provide protection for the customer who only uses it. A
number of tools were tested with websites (sometimes only one website) developed by
the author (s) of the paper. It was also concluded that some tools can check websites
written in one language only (for example, Java or PHP).

Keywords: Web Applications, Cross Site Scripting (XSS), Cross-Site Request
Forgery (CSRF), Broken Authentication and Session Management.
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