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Cross-site scripting (XSS) attacks and mitigation
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<html>

Oops! We couldn't find http://some.site/nopage"<script></script>.

Please return to our <a href=/index.html>home page</a>

</html>
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C:\Users\LENOVO\Anaconda3\python.exe C:/Users/LENOVO/Desktop/scrappy/xss.py

YA I I B R W VA N A I R I () [
| N I A VY [ 2 N A VAV I I T A VA Y (R
S T T G A D N I N I U O A/ I
Y O [ N I Y I VPO 0 VO | A A AN A (N Y I VPO [ VO I W §
Enter Scan Target URL (exampl: http://tarqet/FUZZ
Enter URL :
Stored XSS Bruter zobiy duais 2 JSa&
(HTTP) L sill A Sl oo 5590 JST BylmiaaY]

RN ES I SN BT R °
el 5] s 25 Reason bl Jlag¥ 35 a70d) Aieyll 54l p Time Elapsed @

e Jguamll Cdbs Jlyl @3 01 (ylgindl sag URL @ Slstl & bl e J s
oldl Lletu¥) @x> 929 Response Size @

0.07434487342834473 200 0K http://localhost/dvwa/about.php 4848 Bytes

0.03009963035583496 200 OK http://localhost/dvwa/instructions.php 14266 Bytes
0.02005290985107422 200 0K http://localhost/dwwa/login.php 1523 Bytes
0.011029958724975586 280 OK http://localhost/dvwa/setup.php 4110 Bytes
0.005015134811401367 200 0K http://localhost/dvwa/config/confiq.inc.php @ Bytes
0.006051540374755859 208 OK http://localhost/dvwa/config/config. inc.php. bak 1849 Bytes
0.00501704216003418 200 0K http://localhost/dvwa/confiq/config.inc.php.dist 1857 Bytes

0.007014751434326172 208 OK http://localhost/dvwa/dvwa/includes/dvwapage.inc.php 45 Bytes

0.0070514678955078125 208 OK http://localhost/dvwa/dvwa/includes/dvwaphpids.inc.php 159 Bytes

0.012031078338623047 200 0K http://localhost/dvwa/dviva/includes/dbms/mysql . php 394 Bytes

0.00605010986328125 200 0K http://localhost/dvwa/dvwa/includes/dbms/pgsal.php 256 Bytes

0.015051126480102539 208 OK http://Localhost/dvwa/external /phpids/8.6/docs/examples/example. php 187 Bytes

0.006016731262207031 208 OK http://localhost/dvwa/external/phpids/8.6/docs/examples/cakephp/ids.php 158 Bytes

0.007018566131591797 208 OK http://localhost/dvwa/external/phpids/8.6/docs/examples/cakephp/intrusion.php 166 Bytes
0.0060160160064697266 200 0K http://localhost/dvwa/external /phpids/@. 6/docs/phpdocumentor/phpids/ caching---database.php.html 5512 Bytesl
0.0060350894927978516 200 OK http://localhost/dvwa/external/phpids/@. 6/docs/phpdocumentor/phpids/ caching---factory.php.html 3240 Bytes

Stored XSS Bruter maliy daslgs 3,9kl BLAIST &>y 3 IS4

oid L sda Jligls 4 Bsls @bl 2elas @ Jsl z3ses de sstall @ 13ls Amiis JS & JBs¥ z5le (e Condl Alope musg 4 KA1
bl suels § Ll
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[+] Detected @ forms on http://Localhost/dvwa/external/phpids/@.6/Lib/ids/vendors/htmlpurifier/htmlpurifier/urifil ter/makeabsolute. php.
[+] Detected 1 forms on http://Localhost/dvwa/vulnerabilities/xss s/index.php.
##* Payload Injected ***
[+] Detected @ forms on http://localhost/dvwa/vulnerabilities/csp/source/impossible.php.
[+] Detected @ forms on http://Lacalhost/dvwa/external /phpids/8.6/Lib/ids/vendors/htnlpurifier/htmlpurifier/attrtransform/safeobject. php.
[+] Detected @ forms on http://Localhost/dvwa/external /phpids/9.6/docs/phpdocumentar/phpids/ init.php. htnl.
[+] Detected @ forms on http://Lacalhost/dvwa/external/phpids/8.6/Lib/ids/vendors/htnlpurifier/htmlpurifier/strateqy/composite. php.
[+] Detected @ forms on http://Localhost/duwa/external/phpids/8.6/Lib/ids/vendors/htnlpurifier/htmlpurifier/Language/messages/en. php.
[+] Detected @ forms on http://localhast/duwa/external /phpids/0.6/Lib/1ids/vendors/htmlpurifier/htmlpurifier/definitioncachefactory. php.
[+] Detected @ forms on http://Localhost/dvwa/vulnerabilities/upload/source/medium. php.
[+] Detected @ forms on http://Localhost/dvwa/instructions.php.
[+] Detected @ forms on http://localhost/duwa/external/phpids/8. 6/L1b/1ds/vendors/htmlpurifier/htmlpurifier/stringhashparser.php.
[+] Detected @ forms on http://Localhost/dvwa/external/phpids/8.6/Lib/ids/vendors/htnlpurifier/htmlpurifier/attrdef/css/filter.php.
[+] Detected @ forms on http:/Ylacathust/deufexterna&/phpids/ﬂ.B/Lib/ids/uendurs/htmLpurifier/htmLpurifier/cunfiqschemu.php.
_IEJ Detected @ forms on http://Localhost/dvwa/vulnerabilities/xss d/source/Low.php.

Stored XSS Bruter gabiy dawlgs dmdim 8 3 Jso¥ ziles oo i) 2> 0 4 K

sstall wir @ 131 Lol Sladdl Ay S Lyl iy LS Laly 5001 Al 8y Lol @ @l cbldl o dondl Boye 5 JSAN mogs
Uy s ALy AUS @18 migall ol 5yl bl e SLall cbldl e @omms &l Bmasall olgic LS @i Lole setall
Sbldl sda Jol (& dxamlly 5lall bldl jass (Payload)

scanning: http://localhost/dvwa/vulnerabilities/xss r/help/help.php

¥*% o Payload Detected on this URL ***

scanning: http://localhost/duwa/vulnerabilities/captcha/source/Low. php

*#% o Payload Detected on this URL ***

scanning: http://localhost/dvwa/external/phpids/8.6/Lib/ids/vendors/htmlpurifier/htmlpurifier/urifilter/makeabsolute.php

*#% No Payload Detected on this URL ***

scanning: http://localhost/dvwa/vulnerabilities/xss s/index.php

[+] Stored XSS Detected on http://Localhost/dvwa/vulnerabilities/xss s/index.php
[*] Payload details:

("<Scriptralert('action :, method :post, inputs : txtName btnSign btnClear "
"user_token')</scripT>")

[-] Originated From: http://localhest/dvwa/vulnerabilities/xss s/index.php
[-]Risk: High

Stored XSS Bruter galiy dhawlsy dxiw S 3 (Payload) 8,Lall cbldl e el 10 5 Ki
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Scan Target: http://localhost/dvwa/

Scan Date: 13 March 2020

Time Elapsed: 12.371018489729004 Seconds

Total URL Scanned: 371

Total Forms Detected: 5

Total Payloads Injected: 5

Total Stored XSS Vulnerabilites Detected: 4

Vulnerability(ies) Details:

[+] Stored XSS Detected on http://localhost/dvwa/vulnerabilities/xss s/index.php
[*] Payload details:

("«<Script>alert(‘action :, method :post, inputs : txtName btnSign btnClear "
"user_token')</scripT>")

[-] Originated From: http://localhost/dvwa/vulnerabilities/xss s/index.php
[-]Risk: High

[+] Stored XS5 Detected on http://localhost/dvwa/vulnerabilities/xss s/index.php
[*] Payload details:

("<Script>alert(‘action :, method :post, inputs : txtName btnSign btnClear "
"user_token')</scripT>"™)

[-] Originated From: http://localhost/dvwa/vulnerabilities/xss s/

[-]Risk: High

Stored XSS Bruter galiy dawlsy (amall 35Ll dmll 6 S48

saall Jiess Total Stored XSS Vulnerabilities Detected ~ ® F Y Loy Leb ey pamald 3L Axdid) 6 JSA) isgs
SISY (p0) adsll @ LALAIS| @3 &) ByLall sleS IS

(ol Lpa> @3 31 55lall
@ @ ahatll JS Jeolss Jiass Vulnerability(ies) Details @

(Y ase ey LALAIS]

Ayazmd o3 o) adsll ylgic gag Scan Target @
L) 448 @3 g agll &yl ga9 Scan Date @

Ledyaile & ol a0l e 8yle ga9 Time Elapsed @

Gl jamall Alee
Led Bylall o189 8laist @5 @l dxavall plgie O
LALAIS) w5 el SIS i © @ @l usbiall SO saall Jiesg Total URL Scanned @
. o @l gy s
286l 9 Lyaxs
Hlall oS i> @ Wl Amswll glgie © ol
| S oYl z 3k JSOI suall Jieig Total Forms Detected @
Lebslsy
s o FERTITRIgRRpE
Blall slSW Ml saall Jiasg Total Payloads Injected @
sl & L s &)
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CWE ID: 79
WASC ID: 38

Description:

The software does not neutralize or incorrectly neutralizes

user-controllable input before it is stored in the database

and placed in output that is used as a web page that is served to other users.

Solution:
validating and escaping user inputs.

Stored XSS Bruter galiy dawlsy pamall 3Ll dmdill o a3¥1 ¢ 5l 7 84

("The Web Application Security Consortium / Cross Site 7 @8y S @ W cleslall (oye o
Scripting”, 2020)
oSl ! psma Gl Camg @
Syl oda v 88 @
Cu Byad 392 pue Al> G pamall GLAI padl 8 JSA) mios
paxdll g9inse adslls O3l (el Byad 3529 potay duas Al ylas

£y CWE 258 3 03kl cnmdll pyxa o3y sag CWEID @

slially clzmadl (§ Aailadl ey ol yaidl e (Goims 4a3l8
.(CWE - Common Weakness Enumeration, 2020)

ool ool dasld § O3l (nmdll p9xa @8y 329 WASCID @

(Web application security consortium) cogll claglas

Scan Target: hittp://localhost/waco/
Scan Date: 14 March 2828
Time Elapsed: 4.896141815185547 Seconds

Congratulations

Your website is FREE from Stored XSS5 Vulnerability
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